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Promoting a healthy and safe 

digital life
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Grooming

Stranger Danger

Blackmail

Pornography

Online gambling 

Cyberbullying

Scammers

Inappropriate 

Websites

Sexting

Trolling

Screen time

Addiction

Fake news
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Risks:
content….contact…..conduct

Give young 
people the 
knowledge about 
the different risks

Teach the skills 
they will need to 
navigate the 
online risks
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• Pornography 

• Race hate

• Pro eating disorders

• Pro self-harm 

• Gambling

• Violence

• Extremist - radicalisation
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What to do?

It may be difficult, but talk to your child

...what might they stumble across?

...they should talk to you if something upsets them

…tell them that you are there to support them

Use Parental Controls but these alone are 

not a substitute for educating children
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www.saferinternet.org.uk
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• Monitor child's screen time

• Establish rules/ limits

• Consider where children have access eg

bedroom

• Have a no screen gap before sleep

• Parental role modelling

• Screen free dinners
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Online Grooming

Groomers are active on gaming sites, chat rooms 

and social networks, e.g.

Tactics can be:
Pretend to have similar interests

Flattery and compliments

Helping with problems

Gifts

Sexual chat

Sharing intimate pictures

Chatting privately (chat rooms) 

Blackmail and bribery

Keeping secrets
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Online Grooming
What to do?

Remind young people

• how easy it is to lie online and be 

convincing

• never to meet an online friend alone

• how to report inappropriate contact

• they can block unwanted contacts

• you are there to support them

Report inappropriate contact to CEOP
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It is never a child or young person’s fault 

if they are harassed or targeted online.

Talk to you!
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The over 13 rule

Most social network (and similar) services have this rule,

not just these examples.
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Social media pressures and mental health 

• Pressures to be online 24/7

• Use social media 
increasingly to ‘solve’ 
problems

• Pressure to be perfect. To 
look perfect, act perfect, have 
the perfect body, have the 
perfect group of friends, the 
perfect amount of likes on 
Instagram.
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"Self generated indecent images"

Young people sometimes assume this is the norm and part of growing up

Influence comes from peer or  group pressure and from increased access 

to pornography

May be related to cyberbullying or grooming 

Secondary pupils/students are less likely to seek adult help

Now happening in primary schools

Childline Survey of 13-18 year olds

60% had been asked for sexual images.

40% had created images of themselves.

A quarter of them had sent them.
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From http://www.nspcc.org.uk



18 © 2020 Herts for Learning

What constitutes cyberbullying?

• Posting lies or inappropriate things about 

others

• Impersonating someone online

• Spreading gossip online

• Using someone else’s password

• Posting photos of someone else without 

consent

• ‘Liking’ a bullying comment

• Sharing a bullying text

• Insulting someone in an online game
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Keep the evidence
Don’t respond
Tell someone you trust
Block the person bullying 
you
Report it

An upstander is someone who recognises when 

something is wrong and acts to make it right. 

When an upstander sees or hears about someone being 

bullied, they speak up, and do their best to help, protect 

and support the person. 
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Talk about cyberbullying- listen

Offer support and reassurance

Keep the evidence 

Do not reply

Block people

Report to the website

Report it at school if appropriate

Report it the police if appropriate

Rebuild confidence
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Jessie & Friends –

a resource

to use with 4-7 year olds

https://www.thinkuknow.co.uk/parents/jessie-
and-friends-videos/
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internetmatters.org

Helping parents keep their children safe online
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http://www.childnet.com/parents-and-carers

O2 and NSPCC helpline and resources

https://www.o2.co.uk/help/nspcc/adviceline

http://www.childnet.com/parents-and-carers
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3-5 year olds
www.childnet.com
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Ask your child to tell you if they are worried about something 

online

Sit with your child to check and manage their privacy settings

Ask your child to show you the sites they like to use

Monitor the games your child plays and check age 

appropriateness

Know who your child talks to online

Set rules and agree boundaries
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It is never too late or too early to get support.

In an emergency (where someone’s safety is immediate danger) call the 999 

emergency number. 

Concerns to do with online child sexual abuse can be reported to NCA CEOP.

Childline anonymously on 0800 1111 or by email to get support.

Talk to you or another trusted adult. 

https://www.ceop.police.uk/safety-centre/
https://www.childline.org.uk/

